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. ISO TC204 WG17
. ISO TC204 WG17 EZ Of0| &

— Vehicle Interface

— Road Guidance Protocol

— P-ITS-S for Travelers

— Indoor navigation

— Emergency service support via P-ITS-S
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Membership Status

Active Participation

Canada, Korea, Sweden, UK, USA, France, Norway, China, Japan,
Germany, Czech Republic, South Africa

Experts Nominated : 23

Germany, Japan, Korea, UK, USA, Sweden, France, Norway,
China, Canada, Czech Republic

Liaison from TC22 (=2 Xt &)
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® Central ITS station
® Roadside ITS station

® Vehicle ITS station, Vehicle ITS Station Gateway
® Personal ITS station (nomadic & portable device)

I | I ITS Host Application & Mobile | . ITS Host Application & Mobile

: Road Vehicle * Vehicle Interface- Short & Wide Range ITS Back Office
. - . Routing technology - - Routing technology
| technology | technology | {Vehide ITS-Station) | Communication technology | {Roadside Station) | technology |
| [ i | 1 I I
IAM Off-Board Configuration Roadside ITS-Station
| Vehicle
! 1ss [ )
i Gateway ) - — - - K T == 1
{Maobile Host/Router) |
: Vehicle ITS-Station

Personal ITS-Station

------ m _ Communication
s Network

Bluetooth enabled
Nomadic Device

| |

| I (Host/Router) I
I

I

|

I

Central System

TCPIIP

I
I
I
VM On-Board Configuration :
I

VM VM VM ITS-8 —I Vehicle | | Vehicle
ECU 1 ECU2 |+« | ECURN Gateway ITS-5 ITS-5
Host Router

Vehicle ITS-Station

S

Vehicle Architecture
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® IS 13185-2 “Vehicle interface for provisioning
and support of ITS services - Part 2: Unified
gateway protocol (UGP) requirements and
specification for vehicle ITS station gateway (V-
ITS-SG) interface.”

® CD 13185-3 "- Part 3 Unified Vehicle Interface
Protocol (UVIP) server and client APIs”

Nomadic Device

€—UGP—p; V-ITS-SG

UVIP

UGP Handler

ISO 13185-3 UGP SAP
ISO 13185-2 UGP (ASN.1)
ISO 13185-3 UGP SAP

1ISO 13185-2 UGP (ASN.1)
In-Vehicle Network Protocols

ESMs =00 NS SMEES) 1S
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® IS 13184-2 “"Guidance protocol via P-ITS-S
for advisory safety systems — Part 2 RGP
requirements and specification.”

® NP 13184-3 “"Guidance protocol via P-ITS-S
for advisory safety systems - Part 3 RGP
test plan”

——————————————————————————

" ——— — — — — — — — — — — — — — - — — — o — ")

USECASE: B it= P& AUl A USECASE: =X S Aldl2
=

o — 2
LLECNTORTAER

_________________________
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® FDIS 13111-1: The use of personal ITS station to
support ITS service provision for travellers

» the applications based on the personal ITS station to
provide and maintain ITS services to travelers including
drivers, passengers and pedestrians.

» multi-modal transportation information service and
multimodal navigation service

» Slow transport information service and navigation service
such as pedestrians, bicycles and disabilities Wheelchair
Accessible) navigation, as well as internal traffic

navigation inside the local transport area.

Indoor
navigation
Public
Traffic transport
information rmation

o
The Underground layer of Qianmen area (i.e. e AsmRzianEERNae isumpms.anmasr ot
eror Street area) is Beijing's gest
i tatio

It will be the starting point of the light rai Searching for
to Beijing second Capital Airport. the vehicle
= .

Tl @ E
i = B
b = 4
1013184 pa-13134 : ‘ - NITETTIIITRCE 1111 &
1SO 13185 L P .

150 21217 EN 28701-2012(IFOPT) L = R =
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~ ETRI

Overview SO 17438

>

% ISO 17438: Intelligent transport systems(ITS) — Indoor navigation for personal
and vehicle ITS station

s Purpose
=  To Provide service interfaces and specifications for ITS/Telematics applications via
nomadic devices to enable the functionality of indoor navigation

*

% Proposed Structure

— Part 1: General information and use cases definition

— Part 2: Requirements and specification for indoor map data format

— Part 3: Requirements and specification for indoor positioning reference data format

— Part 4: Requirements and specification for interfaces between P/V and central ITS
station

Indoor navigation for personal and vehicle ITS station

Part3
Requirements and
specification for indoor
positioning reference data
format

Part 4
Requirements and
specification for interface
between P/V ITS station and
central ITS station

Part 2
Requirements and
specification for indoor map
data formats

Part 1
General information and use
cases Definition

ESMs =00 NS SMEES) 1S
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® IS 17438-1: Indoor navigation for personal and
vehicle ITS stations — Part 1: General
information and use cases definition

® NP 17438-4 : Indoor navigation for personal
and vehicle ITS stations — Part 4: Interface
between PV-ITS-S to Local Center

Central ITS station &

rrrrrrrr
Ceanter Indoof Data  na
eeeeeeeeeee

Indoor Mavigation

Roadside ITS station
(HostRouter)

lllll
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® NP 17438-4 : Indoor navigation for personal and
vehicle ITS stations - Part 4: Interface between
PV-ITS-S to Local Center

Scope: to specify interface requirements and spec. for map and
indoor positioning infrastructure data related to the P/V and

Central ITS stations

-How to publish indoor navigation data
-How to find indoor navigation data for a specific indoor space
-How to access the specific indoor navigation data

2. Indoor data / positioning reference data request

AN (4-3]

j 3. Indoor data or server information provisioning

Indoor Positioning
Infrastructure

Registry Server

Roadside ITS Station
(Host/Router)

4. Indoor data / positioning reference data request

5. Indoor map / positioning reference data provisioning

S = 0p TS S M E e 1S
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® NP 20530 : Information for emergency service
support via Personal ITS station — General
requirements and technical definition

eCall Service Scenario on P-ITS-S eCall Service Connecting Scenario
. Navigation E
Music / .;ﬂ.‘ - ; (7)) Rescue Party

/Eco Driving g
Driving . 4, Family
n

AR 1
Accident/ G@.‘

igger eCaIE

E 1 \ Boarding r

E Parking E
E ing 4 _ arking Lot / E
E e ~ Q -,H o A E

I
|

————————

Driving Data =

\
' Management =
CIZN® ? -
&> " = - Receipt eCall report ‘

Search parking Spot H
- _ Call to vehicle for checking |

Dispatch rescue party |

* Record all process from boarding to parking
* In case of accident, trigger eCall immediately

L ]
: llllllllllllllllllllllllllllllllllllllllllllllllllllll [
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Contents of ISO/PWI 20530
I

Introduction

Scope

Purpose of standardization

O O o od

Use case definition of emergency service support via
Personal ITS station

General(System) requirements

O

= Technical information
o1 Collecting vehicle data through OBD connector using UGP
o Analyzing the vehicle data
o1 Vehicle accident judgement logic
o Triggering eCall platform automatically

o1 Report accident to eCall center (using MSD format)

ISO TC204 HangZhou Meeting 2015-4-21
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Collecting vehicle data through OBD connector

VID eCall App
Bluetooth always on & app on automatically
“ll-ll-l----l-llIllllII.IIIII.lllll.lllll.lllll.llllllllllllllllll.lll*

Send OBD data (real time)

Criteria of Judging

critical accident

Essential Judging
Data Data

e

After analyzing DTC, check airbag deployed or not
A EEEEEEEEEEEsEI SRS NN NN NS EEEIEEEEENEIEEEEETEEEEEIESEEEE

Airbag Impulse ,
Send result of Airbag whether deployed or not Deploy Speed
llll.'llll'lllllll.lllll"lllll'lllIlll'llll"'ll----l-l-lIIllll-Illlll+
OBD Data Processing & Transmission OBD data Receipt & Judgment

(=== speed, RPM, driving time,
017000 | acceleration, deceleration,
7 i, emission of CO2

Impulse, speed, RPM,
ac/decceleration,

[~ [l - | engine, transmission, brake,
Trouble airbag, heater, air conditioner,
- fuel I:a;uk, sma;'t key, etc '

-0 Ask OBD whether airbag
-0 deployed or not

B -irtag ceploying info “'l.l: - |In case airbag deployed,
e (SRS communication by IS0 9141-2, S considered as critical accident,
(| IS0 14230-4 & CAN standard) .- Jreport to eCall platform
ISO TC204 HangZhou Meeting 2015-4-21
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Analyzing the vehicle data & Judgement
[

ﬁ — A S
'-«:—GB Bluetooth ——> = A

——— WIiFi/3G/4G eCall Platform

M

Connect Wireless Transfer eCall data

-— eCall service >
>{ [ ecall Data eCall Logi Transmit eCall Data] | - i |
L4 IC ransmi a
(ciebsa || Gather | | SCalltest T ——,
within 1sec . impulse T T 1T 17 7T
I OBD Data I (G-sensor) Automatic Report i _SI:f L | Eof
i (Critical Accident) —— HE
Check speed change e Numl}er 1 |
Eﬂ:‘;ﬁD rect (sudden decelerate ) T""EGI,S | |
«— . — S0S Signal!
— 5 || vehicle ][ [sudge critical I Manual Report Vehicle driving da
Airbag Deploying Speed M (eCall Button) || ;

Other App service

Unlock door
{auto, remote)

H Emergency
| control lights flickering nal

....................................

ISO TC204 HangZhou Meeting 2015-4-21
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Triggering eCall & Report accident to eCall center
]

MSD Transmitting Flow between eCall App & eCall Platform

Trigger eCall

Send MSD for eCall

Time of accident, Vehide
Name, W

Management
Phone no, R

Precise location (by GPS)
Vehicle identification no.,
Text message (“Collision Accident”) Receive & Transmit

ase of accident, transmit eCall Data automatically eCall Message

Existing Standards

Smart Device

ISO TC204 HangZhou Meeting 2015-4-21
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® "NETwork based Precise Positioning
Infrastructure for Land Transportation : NETPPI-
LT” by Korea Aerospace Research Institute (KARI)

® "ITS - Mobile second service application -
General requirements and technical definition”
by Korea Electronics Technology Institute (KETI)

» Work Scope : This project develops the smart car
services based on open SW Frameworks for
convergence in mobile seconds. The 4 services : smart
driving service, mood & entertainment service, ICT car

related smart care service, and self vehicle

maintenance service.
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e V-ITS- TF B3} sigt
« ISO 13185 X}2F OIE{M{|0O|A =9 =0| Al



2} 2RI E{I|o| A 72
\
V-ITS-Communication TF 27|

|

515t

TC22 SC31 Extended Vehicle =3}
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ABpIiCability of exiSunagnternational Standards

ISO TC204/WG16
CALM

|IAM Off-Board Configuration

I1SO 15031
N . ' ISO 22837 ITS
Gat » | wide area
eway communications
ISO 27145 | Vehicle ITS-Station |
WWH-0BD | | SAE J2735
|/ DSRC Msg. Set Dic.
ISO 22901 ISO 22900-2 I

Z TN

1SO 13185

ODX Modular VCI Communication

o O | - Network
| TCRIIP :\ ISO/TS 29284 ITS
1SO 22902 . — Event based probe
AMI-C I vehicle data
| Vehicle Vehicle Vehicle
—_——— — — ITS-S Mobile Mobile
Gateway Host Router
Vehicle Station \ 1SO TC204/WG16
VM On-Board Configuration CALM

Reference: ISO 13185-1
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VEniclelnterface

In-Vehicle Interface

Customer
BT / WLAN
Dongle
OBD-
Conneg

Standardized Adapter

OEM, 3 party
¢ or neutral

: server , a

Onboard
Gateway,
‘ Protocol

‘& Apps

Application Platform

GSM or BT / WLAN

Customer

server

Telematlp.;

3rd party

BackendiServer
(OEM-spEcific)

(OEM-splecifi

_Customer

Standard
Interface

Standardized Gateway

Standardized Interface
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* Background

— 1SO/TC204 is in charge of Intelligent Transport System (ITS). It consists
in the standardization of information, communication and control
systems in the field of urban and rural surface transportation.

— 1SO/TC22 is in charge of in-vehicle transport information and control
systems as elements of road vehicles.

— TC22 and TC204 have signed a MOU in 2014

“Steps to be taken to harmonize new WI’s where there are overlapping
interests between TC22 and TC204“
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« TC22/TC204 Joint Working Group (JWG2)

— The standardization of this interface between a
communication device and the in-vehicle network was

proposed within a JWG2 through the NWIP ISO/TC22/N3409
about the Vehicle Station Gateway.

— The NWIP has been rejected in September 2014.

 In-vehicle gateway

— Cooperative ITS are a "subset of overall ITS that
communicates and shares information between ITS stations to
give advice or facilitate actions with the objective of
improving safety, sustainability, efficiency and comfort beyond
the scope of stand-alone systems” (cf. ISO/TR 17465-1).

— In order to implement C-ITS including road vehicles, both
TC22 and TC204 are evaluating the interest of an in-vehicle

gateway.
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« TC22 Proposal

V-ITS ExVE
functions
(=functionality, whose-
Other ITS  over The Air olementaonis o Functional Interface | |1 \/ehicle Network
i communication car makers’ (no standardised HW
stations responshility ho standardised connector)
\ no standardised HW,
"'\\ no standardised SW

| applicakle 15O
=t s to st (im)

S~

AN

Place of the work of the TF = specification of the V-ITS interfaces

with other ITS stations
+ ExVE boundary: V-ITS function inside the Extended Vehicule

ESMs =00 NS SMEES) 1S



STSHntertace GloDAgUNCHONal diagram

« TC204 Proposal

VHTS VEHICLE
station

(=functionality, whose

Other ITS ) Over The Air implementation is of thd FUNctional Interface |I'I-Vehic|e Nel'WDrk
i communication car makers' (no standardised HW
stations responsibility: o standardised connector)
ne standardised HW, ‘
no standardised SW)
All applicable IS0
standards io list {Jim

Place of the work of the TF = specification of the V=ITS function
inc. abstraction avoiding specification of HW/SW
+ ExVE boundary: V-ITS function inside the Extended Vehicule
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ExtendediVenicle GONGE i 4

4

mEXxVe

Elements required by the VM manufacturer to ensure his liability

An entity, still in accordance with the specifications of the vehicle
manufacturer, that extends beyond the physical boundaries of the road
vehicle and consists of

- the road vehicle;

- off-board systems;

- external interfaces;

- the data communication between road-vehicle and the off-board systems.
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# 150/CD 200771
Road Vehicles - Extended vehicle (ExVe) methodology -- Part 1: General information

& 1S0/WD 20077-2
Road Vehicles - Extended vehicle (ExVe) methodology -- Part 2: Methodology for designing the extended vehicle

# I1SO/NP 200781
Road vehicles -- Extended vehicle (ExVe) 'web services' — Part 1: ExVe content

# I1SO/NP 20078-2
Road vehicles -- Extended vehicle (ExVe) 'web services' — Part 2: Ex\Ve access

# I1SO/NP 20078-3
Road vehicles -- Extended vehicle (ExVe) 'web semvices' — Part 3: ExVe security

& 1SO/NP 20076-4
Road vehicles —- Extended vehicle (ExVe) 'web services' — Part 4: ExVe control

& 1SCAWI 20080
Road vehicles — Information for remote diagnostic support - General requirements, definitions and use cases

N
o



| Servic&

The Extended Vehicle
New Standardization Project ISO 20078

3 Party

Security Customer
Backend [OEM) Backend (OEM)
Extended Vehicle (ExVe)
: vehicle, telematics unit, radio
link, data, access, control,
security, logs, back ends

@ ExVe Content: Defining the data content by a human readable data format; e.g. XML.

@ ExVe Access: Defining the mechanism to read and alter data; e.g. https by WWW.
@ ExVe Security: Defining an end-2-end security mechanism; e.g. a timed certificate for each vehicle.

9 ExVe Control: Defining the customer portal; protection of data privacy and OEM’s representation.






ITS standardized message and data formats vehicle specific message and data formats

Personal ITS Station Vehicle ITS Station Router Vehicle ITS Station Host & Gateway (V-ITS-S) Sensors and Controls
ITsS-S | o [ [
Applicati Application | |
w 1. Internet Apps e Pplication (wehicle manufacturer | |
2 21501318522 £ (supportofIS0131852) specific) | |
E Protocol g In-vehicle I In-vehicle !
W  Presentation w Presentation Presentation application |iapp|i(:ati|:)nI
(ITS standardized) (ITS standardized) (vehicle specific PDU) I :

[
o Session % o Session Session : :
52 Eé 5z Networking &  |TP & P al C T
= . = = -
ES | _Networking & 5 | Networking & Transport (CALM ES etworking el |
8 3 | Transport (CALM) §3 9 port( ) &2 Transport (CALM) | NW | Nw | I |
g 5 5 ga ;———{ IVNCI | s LovNer
S 3G |.. | BT |USB = . |uss g IVN | ... | IVN |
= Jalc|cala mscl cl LANCI LANCI cl o | | |
1‘ 7y A A A | A } A Y
N ' e —— —

Vehicle Manufacturer in-vehicle networks

Use Case: Personal ITS Station applications

OSI7: GW IVN-CI ISO 13185-2 Appl. Layer Protocol
0S16: ITS standardized data

Figure 2 — Vehicle-ITS-Station Gateway implementation based on CALM architecture



Cluster UC 1
“"Requesting VATS-SG

and vehicle identification

related info. cluster”

UC 1.1 Browsing
available V- TS-5Gs

UE 1.2 Bowsing
supported ECUs

UC 1.3 Browsing
supported data lds

UC 1.4 Remote OBD 1M
ITS App

Cluster UC 2

"Requesting vehick and

ECU data values cluster”

UC 2.1 Requesting data
ID values for single usage

UC 22 Requesting data
ID values for repeated
usage

UC 2.3 Requesting data
ID text and data ty pe
infomn ation

uC 2.4 Requesting data
type definitions.

UC 2.5 Requesting all
available text and data
type information

Cluster UC 3
"Requesting and clearing
diagnostic trouble codes
and related data cluster”

UE 3.1 Requesting DTCs

UE 3.2 Requesting
additional DTE data

UC 3.3 Clearing DTCs

UC 3.4 SendOnChange—
Provide DTC and status

Cluster UC 4
“Unsolicitated V4TS-5G
messages cluster”

uc 41 SendOnEvent —
emergency situation

uc 42 SendOnEvent —
critical driving situation

UC 4.3 SendOnEvent —
safety situation

uc 44 SendOnChange —
warning situation

UC 4.5 SendOnEvent—
data ID value matches
thresholkd

Cluster UC 5: "Realtime
data transmission cluster™

UC 5.1 Realtime data ID
walue meas urement

UC 52 Realtime DTC
reporting

[Cluster UC B: "Controlling/
adjusting various
equipment of the vehicle
cluster”

UC &1 Leam settings of

[customer profile

UC 6.2 Control
convenience system

UE &.3 Control charging
for EV

Use case clusters and associated use cases overview

Cluster UG 7: "Writing
short and long term data
to V4TS-5G cluster

UC 7.1 Write data to V-
ITS-SG's memoary

UC 7.2 Write ve hicle
profile to V-ITS-5G's.
mem ory

UC 7.2 Enable/disable
funct. system related data
IDs

UC 7.4 Wirite data ID
thres holds to V-TS-5G's
mem ory

Cluster UC 8: "V4TS-SG
accessibility restrictions
and firewall protection
cluster™

UC 8.1 Secure access 1o
(VATS-5G

Uc 82 RequestV-TS-5G
firewall status

Uc £.3 Configuration of
(VATS-5G firewall

Cluster UC 9: "VATS-5G
special features custer”

uc 9.1 General data
exchange

uc 9.2 VITS-5G
activation mode

UcC 9.2 Upload
EventLogFile from V-TS-
SG

Cluster UG 10: "Vehicle
diagnostics cluster”

UC 10.1 Perform
functional group OBD

uc 10.2 Upload
VSOCLogFile from V-ITS-
sG

Cluster UC 11: "Blectric
wvehicle systern status
cluster™

uc Monitor battery
state of charge

UC 112 Monitor conn.
between charging station
[and EV

UC 11.3 Battery charge
s tartistop notification

Figure 14 — Use case workflow and dependencies

Cluster UC 12: "V-ITS-SG
maintenance cluster”

UC 12.1 Update core
software of V-MS-5G

UC 12 2 Perform a key
(OnfOff reset in V-ITS-5G

UcC 12 .3 Perform a reset
in VATS-5G

UC 124 Upload VTS -8G
[configuration file

UC 12.5 Download VATS-
SG configuration file




NI Standardizea e ateway

Typel
* Remote diagnosticrepair shop
assistance

Continuous remote OBD

Nomadlc Diag. Tester

Device ’ ( V-ITS station (WAN, WiFi, ...) \ hd TY geZ
UGP UGP — _ _ " — .
|c,,,m| |c,,e,,t| 150 150313 GP | [BSWT] (et [ * Real-timetoin-vehicle datz

for safety of life and
property application(e.g.

=

Host

Router

e J collision avoidance)

IEEE 1609 Security IEEE 1609 Security

150 13185-2 UGP \ ﬁ IS0 13185-2 UGP * Real-time access to in-

ISO 13400 DolP % IP-based connection vehicle data for event
: 1SO 13185-3 UGP SAP cpr -

§ Separation of IVN and UGP communication nOtlflcatlon(DEN M )
—____ N LIN
/ Ecu
| vsesoftware | i
IVN Software o
LIN
ECU
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UVIP Client Application

IUVIPRequest UVIPConfirmationimpl
UVIPRequestimpl IUVIPConfirmation

Tcp- ISO 13185-2 (ASN.1)

Comm-
Client

Server ISO 13185-2 (ASN.1)

— UVIPResponselmpl
IUVIPIndication
UVIPIndicationIimpl IUVIPResponse

UVIP Server Application



OVIPISETVEr and CIENHACIE.

UGP Facilities

= Interfaces for all four si
service primitives Facilities

TUGPRequest Management Other Protocols

« IUGPIndication SAPs and APl <«>% = information support 5 <>
IUGPResponse - 18O 21217
IUGPConfirmation - 150 24102 : N
= ISO 13185-2 UGP ASN.1 t
for data exchange = ' .
TCP/UDP
s IPV6 +
Geo-
Local Rouing | IPV4 Mokility
--
'_m
Tep- send | >
Comm-
Server |[ - ISO 13185-2 UGP (ASN.1)
@ l'l‘:[?]. SHication l UGPResponselmpl P
V-ITS-SG UGPIndicationimpl | LIIUSPResponse |
[omm H—
UGP Server Application
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Vork Iter}\

« |ISO/NP 21185: Intelligent Transport Systems -- Secure
vehicle interface -- Communication profiles for secure
connection between an | TS-station and a vehicle

+ |[SO/NP 21184: Intelligent Transport Systems -- Secure
vehicle interface -- Data dictionary of vehicle-based
information for C-ITS applications

« [SO/NP 21177 Intelligent Transport Systems -- Secure
vehicle interface -- ITS-station security services for
secure session establishment and authentication




Vork Iterk

+ [SO/NP 21185: Intelligent Transport Systems -- Secure
vehicle interface -- Communication profiles for secure
connection between an ITS-station and a vehicle

— This International Standard contains specifications for the use of
existing ISO standardized communication protocols to connect
an ITS-station to a vehicle enabling secure low-latency
information exchange.

— These specifications will be in the form of profiles for using
existing protocols at the various OSI layers (physical, data link,
network, transport, and session) for communication between the
vehicle (IVN gateway) and the ITS station.

— Such exchanges are essential for many C-ITS applications and
services including time-critical safety applications and automated
driving.
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ISO/NP 21184: Intelligent Transport Systems -- Secure
vehicle interface -- Data dictionary of vehicle-based
Information for C-ITS applications

— This International Standard contains specifications for the
dictionary of data elements to be exchanged between an ITS-
station and a vehicle using secure low-latency communication
resources.

— These specifications will include ASN.1 specifications of data
elements along with an encoding scheme (e.g. DER) which will
provide a “common language” for VN data exchange between a
vehicle (IVN gateway) and an ITS station.

— Such exchanges are essential for many C-ITS applications and
services including time-critical safety applications and automated
driving.
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« |SO/NP 21177: Intelligent Transport Systems -- Secure
vehicle interface -- |TS-station security services for
secure session establishment and authentication

— This International Standard contains specifications for a set of
security services required to ensure the authenticity and integrity
of information exchanged between a vehicle and a V-ITS-S.

— These services include authentication and secure session

establishment which are required to exchange information
between a vehicle and a V-ITS-S in a trusted and secure
manner.

These services are essential for many C-ITS applications and
services including time-critical safety applications and automated
driving
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